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Note: (a) Indicative benefits case based on selected KPMG 
Blockchain projects, 2016-2017 

Why might Blockchain be important to businesses?

Boardroom Questions
Blockchain

Records 
transactions

Establishes
identities

Validates 
contracts

Safely stores 
technology

— Reducing transaction costs 
and complexity

— Increased transaction speed 
and security

— Enabling financial transactions 
for those who do not have 
bank accounts

Technical – a ledger using a backend database

Business – a mechanism to exchange value between peers (business to 
business; person to person) e.g. OpenBazaar where instead of visiting 
a website, software is downloaded and installed on a computer which 
directly connects to others doing likewise. There are no fees and the 
currency is Bitcoin

Legal – it can validate contracts without people being present

Privacy – people’s online identity (public, private or anonymous) is owned 
by themselves and not by the provider of email, internet engine or social 
media groups

Increased efficiency of data 
and digitization from single 

source of truth

20% 40%
Reduction of operating risk 
capital requirements and 

working capital

75%

Revenue enhancement as a 
result of better customer 

experience and new markets

Up to 25% 85-95%
Reduction in reconciliations 

and errors

Blockchain is the technology behind Bitcoin and works 
as a distributed ledger or database system, running on 
millions of devices which can be used by any person or 
organization, that:

What is Blockchain?

How is it different from Paypal and other online 
payment systems?

— Blockchain does not require integration with a bank 
account or credit card

— It ensures integrity and trust between strangers 
using code

— It is difficult for fraudsters to hack

How can Blockchain be used in day to day business?

Technical, legal and business uses:Blockchain and financial services

Not understanding how Blockchain can affect your business or industry.

Investing too early, perhaps when your customers or suppliers are unaware.

Your competitors taking the first advantage thereby reducing their costs and pricing

What are the possible risks?

Indicative benefits case based on selected KPMG Blockchain projects, 2016-2017 
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Contact us:

Have we considered what areas of our business can 
use Blockchain technology: whether that is IP, 
contracts, transactions etc?

Could Blockchain be a disruptor to our business?

Will our customers and suppliers benefit from our 
using Blockchain and can we support them in the 
transition, ultimately leading to greater margins?

Are any of our competitors, suppliers or
customers using Blockchain? What has been the 
impact to their business and ours?

What are the risks of implementing Blockchain to our 
current and future business?

Do we have a strategy in place to assess, review and 
implement Blockchain and if so, who is responsible?

What are the costs in time, resource, legal and 
finance to implement?
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Eamonn Maguire
Global Lead, FS Digital Ledger 
Services
KPMG International
T.+1 (212) 954-2084
E. emaguire@kpmg.com

What actions can the Board consider?

Appoint a senior management person to 
be responsible for reviewing the 
implications of Blockchain to our business

Report back to the Board to give an 
update and the possible scenarios 
involving the different areas of the 
business and benefits

Provide an overview of how our clients, 
suppliers and competitors might use 
Blockchain

Consider the review, suggest 
recommendations and plan ongoing 
reviews

Wei Ng
Global COO and Business Development,
FS Digital Ledger Services 
KPMG International
T: +44 (0)20 7311 1889
E: wei.ng@kpmg.co.uk

?

Innovations are being developed including:
— Peer to peer sharing economies such as co-operatives to be formed and controlled by themselves, therefore not 

needing the sharing aggregators to take a margin
— Digital identity e.g. birth certificates, passports, social security: Blockchain uses an embedded trust component, 

meaning someone doesn’t need to appear physically to prove who they are
— Property ownership – Blockchain uses a time stamp which cannot be changed, unlike a database, and could be 

the record keeper for all property and subsequent transactions
— Healthcare through medical records ensuring that only certain people can see certain aspects of the record
— Smart contracts – software programs that execute complex transactions and make them easier to enforce for 

example in the music industry where the artists’ intelligent songs have smart contracts included, enabling the artist 
to be paid before the music is streamed

— Predictive markets
— Intellectual property – every industry, from people, manufacturing, services to conglomerates, can be protected 

from piracy 
— Agency – coordination and overhead costs can be reduced

Opportunities

Click here
for more information
Link to portal

mailto:emaguire@kpmg.com
mailto:wei.ng@kpmg.co.uk
https://home.kpmg.com/xx/en/home/insights/2017/02/digital-ledger-services-at-kpmg-fs.html
https://home.kpmg.com/xx/en/home/insights/2017/02/digital-ledger-services-at-kpmg-fs.html
https://home.kpmg.com/xx/en/home/insights/2017/02/digital-ledger-services-at-kpmg-fs.html
http://portal.ema.kworld.kpmg.com/Adv/Pages/PeopleAndChange.aspx
http://portal.ema.kworld.kpmg.com/Adv/Pages/PeopleAndChange.aspx
https://home.kpmg.com/xx/en/home/insights/2017/02/digital-ledger-services-at-kpmg-fs.html
https://home.kpmg.com/xx/en/home/insights/2017/02/digital-ledger-services-at-kpmg-fs.html
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China’s Development Roadmap 2016-2020

How to think about the impact of China’s economic development in the market?

What is the 13th Five-Year Plan’s roadmap to support China’s growth?(a)

Chinese people have been brought out of poverty 
between 1981-2010.680m Source: OECD

China’s GDP is expected to grow by 44% between 
2015-2020.+44% Source: IMF forecast

China contributes approx. 30% of global GDP growth 
per year.~30% Source: IMF, World Bank, KPMG analysis

A changing business model

Implementing 
‘supply-side 
structural reform’

1
— Promote China’s industrial restructuring to increase the quality of supply and 

meet consumers’ evolving demands

— Strengthen market-oriented and institutional reforms, and build a level-playing 
field in the market

— Reduce excess industrial capacity, excess housing inventory, financial leverage 
and costs, and also correct structural shortcomings

Improving the 
quality and 
efficiency of 
growth

2
Encourage innovation-dependent growth; raise investment efficiency; and elevate the 
quality of consumption in order to:

— Maintain level of growth of no less than 6.5% per year

— Achieve a more coordinated, innovation-driven mode of development

— Raise the standard of living across the broader population

— Strengthen social, cultural and educational fundamentals

— Improve environmental conditions

— Develop secure, robust institutions

Development 
should be 
consistent with 
five key tenets

3
— Innovation: Develop a system that is conducive to innovation in all aspects

— Trans-regional and urban rural development: Better allocate resources among 
regions and between urban and rural areas

— Green development: Ensure the preservation of ecological assets, tackle pollution 
and address energy efficiency issues

— Open development: Develop a close and mutually beneficial relationship between 
China and the world through more sophisticated approaches to ‘opening up’ and 
‘going out’

— Inclusive development: Benefits of development to be enjoyed by all citizens

Note: (a) KPMG Global China Practice, The 13th Five-Year Plan – China’s Transformation and Integration with the World Economy, http://kpmg.com/cn/13fyp-report2-en

Innovation and 
consumption 
focused model

Investment 
intensive, 
export-led 
growth model

A more productive economy and a 
larger middle income group creating 
more demand for high quality 
premium goods and services

$
leading 

to
transitioning 

towards

http://kpmg.com/cn/13fyp-report2-en
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Contact us:

Click here
for more information
www.kpmg.com/china

Vaughn Barber
Global Chair of KPMG China Practice
KPMG International
T.+ 86 (10) 8508 7071
E. Vaughn.barber@kpmg.com
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‘Belt and Road’ is a major opportunity for global organizations – what is it?

It will drive infrastructure development and with it 
demand for goods and services necessary for the 
undertaking of projects – e.g. construction materials, 
commodities, machinery, financial services, etc

Enhanced policy, infrastructure, trade and people connectivity 
will lead to the generation of new markets along the ‘Belt 
and Road’, including in China’s western and central regions

Objective: Improve infrastructure connectivity to facilitate trade 
and investment

70+ 
Countries 
involved ~65% Global 

population >30% Global 
GDP

Countries included in the 
Belt and Road initiative

Silk Road 
Economic BELT

21st Century 
Maritime Silk ROAD

All countries can be international cooperation 
partners of the Belt and Road Initiative”
President Xi Jinping, Belt and Road Forum for International 
Cooperation, 2017/05/14

Three key underlying factors that will help drive China’s growth

Reforms. Chinese leadership has 
shown a strong commitment to 
continue implementing the 
important reforms that China needs 
to achieve a more stable, healthier 
and higher quality growth

The Chinese consumer. Rapid 
urbanization and expansion of 
middle classes will lead to an 
increase in discretionary spending, 
especially in high-quality products 
and services

Industrial transformation and 
upgrading. Economic restructuring is 
prompting firms in traditional and high 
value-added sectors to leverage 
technological advances to increase 
productivity and competitiveness

1 2 3

What is the outlook for our current business in China?

How will the ongoing economic transition impact our 
existing businesses in China: positively and negatively?

Which sectors and regions will provide the greatest 
opportunities and where are we best placed to take 
advantage of them? How do we hear of new opportunities?

What strategy review has our business undertaken to 
assess the opportunities under China’s 13th Five-Year Plan?

How does the value proposition for our business in China 
align with the economic and social development goals in 
the 13th Five year Plan?

What disruptions – technological, regulatory, 
competitors – could take place in my industry in China and 
how would they impact our business? How will my 
business in China be transformed over the next three years 
– new technologies, new business/operating models, new 
processes, new products and services, disruption from 
existing competitors?

How will globalization of Chinese companies – who 
might be our suppliers, competitors and/or customers –
affect our business in China and in our top markets outside 
China? What can we do about it?

What are the opportunities for co-operation
between Chinese companies and us in China, our home 
markets and/or third countries? What are the comparative 
advantages (e.g. market knowledge, technology/ 
experience, track record) that we could bring to such a 
cooperation?

What does “Belt & Road” mean for our group? Are there 
opportunities for us to supply goods and/or services to 
“Belt and Road” infrastructure projects? How do we 
access these opportunities?

Which “Belt and Road” markets would be attractive for our 
group to sell goods and/or services? How and when would 
we “enter” these new markets, and what would the role 
be for our Chinese business to manage sales and 
production operations in “Belt and Road” regions?

How would various potential geopolitical outcomes –
e.g., US administration policy towards China, EU policy 
towards China, North Korea – affect our business in 
China? What steps have we taken or should we take to 
mitigate potential business impact of these risks?

For further insights: China CEO Outlook 2017 report
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Cloud enabled back office

Leverage the cloud in transforming back office functions

of companies say 
that they are 
focused on 
transformation

96%
Less than 50%
of consumers
say they reap the value 
they expect

>50%

of business function 
leaders are 
considering 
using the cloud

76%

KPMG Global Transformation Survey, 2016

83% Lacked execution and 
implementation 
capabilities to put a 
new operating model 
in place

Over the years companies have built on legacy systems and not integrated systems from acquisitions.

Despite the ability of cloud technology to transform business operations such as finance, HR, supply 
chains and procurement many organizations still fail to exploit its full potential. 

By unlocking the capabilities of cloud technology, organizations have the opportunity to transform and 
achieve a greater step change in value.

Why is it relevant?

Finance and accounting systems 
efficiently structured to support 
M&A, provide more accurate financial 
data and manage regulatory 
challenges

HR service delivery transformed to 
increase productivity, manage talent, 
and to seamlessly link people data 
across all HR functions

Reduced complexity and increased 
visibility to information across supply 
chain and purchasing processes

Potential benefits

More agile planning and 
analysis capabilities created to 
support financial consolidation, 
regulatory reporting, budgeting and 
forecasting and performance 
reporting

IT service delivery streamlined to 
better align with business goals, 
improve service levels, and 
manage costs more efficiently

Increased performance by combining legacy systems, and with the ability to integrate new systems 
using cloud technology, companies can drive efficiency, increase visibility to accurate and timely 
information and impact business goals:
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Contact us:

Click here
for more information
kpmg.com/poweredenterprise

Linsey Ryan
Global Oracle Practice Lead, 
KPMG International
T: +1 312 665 2547
E: linseyryan@kpmg.com

Don Mailliard
Corporate Services and 
Financial Management Lead, 
KPMG in the US 
T: +1 214 840 2848
E: dmailliard@kpmg.com

Patrick Fenton

Head of Cloud Transformation, 
Management Consulting, 
KPMG in the UK 
T: +44 (0)207 311 4525
E: patrick.fenton@kpmg.co.uk

Is our back office agile enough to change with 
our business needs?

What efficiencies are we looking to gain in our 
back office?

What investments in technology are we 
currently considering?

Which technology vendors and
products are right for our business?

What ROI are we looking for from our 
transformation investments?

What is our company’s vision for the future, 
and how can the cloud help us get there?

Have we been able to integrate recent 
acquisitions’ systems and can we do so easily 
in the future?
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Do you have the right Chart of Accounts and 
Legal Entities to support the business?

How many manual reconciliations do you 
conduct each month/quarter?

Is there an opportunity to consolidate systems 
into a single platform?

Are there any material weaknesses due to 
controls and segregations of duties?

Do you have the right organizational model for 
back office processing?

Are the right functions being 
performed in service centers or with a business 
processing outsourcer?

Is there an opportunity to automate your 
planning and forecasting functions?

How secure are your finance data and systems?

How do you finance and administration costs 
compare to your peer companies?

How spreadsheet driven is your process? 
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Questions for senior management

External security and controls assessment

Benchmark study for back office technology
costs

Business case for back office
systems rationalizations and cloud migration

Roadmap for finance and HR migration to 
the cloud
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What actions can the Board consider?
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Boardroom Questions
Cognitive automation

What can organizations expect from artificial intelligence and what needs to be in place to 
benefit from it?

of CEOs are concerned about integrating 
cognitive processes and artificial intelligence (AI).
Global CEO Outlook, KPMG, 2017

60%
Revenue will be generated by AI or cognitive 
computing by 2019.
MarketsandMarkets, March 2016

$12
million

CEOs expect to add headcount to address AI.
Global CEO Outlook, KPMG, 2017<3

years

Cognitive automation is the convergence of Robotic Process Automation (RPA) and cognitive technologies.
These cognitive systems. including natural language processing, machine learning, data analytics and 
probabilistic reasoning, can perform tasks that have historically required human intelligence and situational analysis.

Cognitive software mimics human activities such as perceiving, inferring, gathering evidence, hypothesizing, and 
reasoning. When combined with advanced automation, these systems can be trained to execute judgment-intensive 
tasks. 

With cognitive systems, scaling expertise becomes much easier. Cognitive systems can be trained on the basis of 
the top performers, and then used to assist and augment other employees in a digital assistant mode.

Why is it relevant?

— Frees up the workforce from doing significant transactional work in order to focus on higher value work
and innovation

— Streamlines transactional work with improved quality and outcome consistency and reduces delivery costs

— Enhances core business process service delivery models such as finance, HR, procurement and IT

What are the benefits?

Cognitive automationRobotic process automation

Class 2: Learning Class 3: ReasoningClass 1: Rules

Automation based on 
documented process rules

Recognize patterns from 
unstructured data; automation 
based on accuracy ratings

Hypothesis – based reasoning; 
automation based on confidence 
ratings
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Contact us:

Cliff Justice
Global Digital Labour Lead, 
KPMG International
T: +1 (713) 319 2781
E: cjustice@kpmg.com

Shamus Rae
Head of Innovation & 
Investments, KPMG in the UK 
T: +44 (0) 207 694 3056
E: shamus.rae@kpmg.co.uk

Vinodh Swaminathan
Managing Director,
Cognitive Automation,
KPMG in the US 
T: +1 (203) 940 1284
E: vswaminathan@kpmg.com

Do we understand how a new competitor entering 
our market place would leverage Artificial Intelligence 
and other new technologies to disrupt the sector?

Are our people are focused on creating a true 
differentiation to our client rather than undertaking 
tasks that could be automated?

Do we understand how our points of differentiation 
may change as our sector starts to embrace 
new technology?

What are the work force planning assumptions
we have made over the coming 3 to 5 years?

If data is the new gold... do we understand the data 
we have, the data we could have and the data we 
need to differentiate us?

Do we understand the impact of AI on our 
customers and our supply chain?
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How do our customers rate their experiences of 
dealing with us. Are they always totally satisfied? 
Outsourcing large volumes of customer transactions 
has been the approach until now but is this the 
only way?

Are our myriad of processes and systems still 
difficult to manage even after many years of trying to 
merge and consolidate these? Is there a better way?

Are we getting the most from our people? 
Do we get a sense that they are satisfied in 
their roles or could they be adding more value to 
our organization?

Are we really maximizing the opportunities that new 
and disruptive technologies can offer us to allow us 
to stay ahead of our competition?

What are we doing to collect, curate and manage the 
vast amounts of data we have access to?
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Questions for senior management

Conduct a review of core processes and systems to 
identify opportunities where you could consider new 
technologies. It is important however to streamline 
your processes first and only automate those that 
you really need

Identify where the pain points are: does technology 
now offer a solution to addressing these that didn’t 
exist previously?

Technology and disruption is moving at such
a pace that there is a need to stay focused – consider 
appointing a Chief Technology or Disruption Officer 
sitting on the Board or reporting to it with ownership 
and accountability for this area of expertise
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What actions can the Board consider?

?

?

Click here
for more information
kpmg.com/cognitive-automation

mailto:cjustice@kpmg.com
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Boardroom Questions
Cyber security – what does it mean for the Board?

Why cyber security risk is an everyday business consideration in the same way that threats 
in the real world always have been

Companies are under increasing pressure to adopt and deploy new technology in 
order to remain competitive within their markets, with technology opening 
opportunities to differentiate customer experience, reduce operational costs, 
and increase competitive advantage.

At the same time, investors, governments and regulators are increasingly 
challenging Board members to actively demonstrate diligence in this area. 
Regulators expect personal information to be protected and systems to be 
resilient to both accidents and deliberate attacks.

In KPMG’s experience, companies with a proactive cyber program, aligned to 
their business goals and objectives are more effectively able to confidently adapt 
new business processes and technologies while controlling their risks.

Business pressures: why companies should consider reviewing their cyber strategy

Pressure to find new customers and 
compete with existing and newly 
emerging competitors means many 
companies are leveraging digital 
technology and introducing new 
systems exposing the company 
to data risks

A mutating threat landscape 
where an increasing range of 
highly professional attackers 
are innovating faster than 
many businesses can 
improve their defenses

Restoring trust and 
minimizing reputation 
damage is key for many 
industries – a data breach 
could affect trust, reputation 
and share price

Potential impact and possible implications for Boards

Intellectual property losses including 
patented and trademarked material, client 
lists and commercially sensitive data

Penalties, which may be legal or 
regulatory fines for data privacy 
breaches and customer and 
contractual compensation, for delays

Property losses of stock or information 
leading to delays or failure to deliver

Reputational losses causing the market 
value to decline; loss of goodwill and 
confidence by customers and suppliers

Time, lost due to investigating the 
losses, keeping shareholders advised and 
supporting regulatory authorities 
(financial, fiscal and legal)

Administrative resource to correct the 
impact such as restoring client confidence, 
communications to authorities, replacing 
property and restoring the organization to 
its previous levels
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Who in our organization is responsible for cyber 
security issues?

What are our key information assets that should and 
must be protected?

What is our risk appetite and are we fully aware of the 
General Data Protection Regulation (GDPR)?

Does our organization meet all of its obligations for 
information assurance?

Do we meet the information security requirements to 
bid for government contracts?

Is cyber part of the Board’s strategy discussions and 
when was the threat last examined by the Board?

Do we know when and how to act as a result of 
a security issue? Is this seen as solely an IT 
response or an entire business response? 

How do we move from reacting to anticipating
cyber attacks?

Do any of our supply chain partners put us at 
risk? 

How do we demonstrate the return on 
investment of our cyber security measures?

Are our competitors ahead of us? If so, does this 
give them an advantage?

Do we fully understand our current 
vulnerabilities and what processes do we have in 
place to deal with cyber threats?

Contact us:

Click here
for more information
www.kpmg.com/cybersecurity

Akhilesh Tuteja
Global Co-Leader, Cyber Security
KPMG International
T: +91 124 3074800
E: atuteja@kpmg.com

Greg Bell 
Global Co-Leader, Cyber Security
KPMG International
T: +1 404 222 7197
E: rgregbell@kpmg.com 
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How can we use security as a business enabler?

What should our response be to cyber attack?

How effective has our response been to our cyber 
stress and those of our clients and suppliers?

What do we know about the people/organisations 
responsible for the attacks and how do they operate?

Who should we be sharing threat intelligence 
with and how? 

Are there any patterns regarding cyber attacks that 
make our information and assets more vulnerable at 
certain times?

Are we able to effectively monitor and detect cyber 
incidents? Would establishment of a Security 
Operation Center be helpful?

Questions for senior management
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What actions could the Board consider?

Consider developing a strategy that is more than just security through combining people, privacy, information 
governance and business resilience. The questions above will help to identify gaps in your current cyber security strategy.

KPMG's Cyber Maturity Assessment (CMA) provides an in depth review of an organization’s ability to protect its 
information assets and its preparedness against cyber-crime, looking at:

— Leadership and governance

— Human factors

— Information risk management

— Business continuity

— Operations and technology

— Legal and compliance.

Board level awareness of emerging cyber threats and direct involvement in determining the response is critical. 
Threat intelligence can help organizations become more proactive, focused and preventative to take control of 
cyber risk in a unique and positive way. 
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Trusting Data and Analytics (D&A) with Intelligent Automation is important for Boards

Boardroom Questions
Turning data insights into value with analytics
clients can trust

Data & Analytics – challenges and opportunities

Many companies are still struggling to determine what data to collect 
and which algorithms can be trusted to provide critical business 
outcomes. 

At the core of KPMG’s approach to trusted analytics are rigorous, 
systematic processes that maximize trust by building confidence in an 
organization’s D&A. We believe these are founded on four key anchors 
which comprise our Trusted Analytics Framework.

1. Quality. Are the fundamental building blocks of D&A good 
enough? How well do organizations understand the role of quality 
in developing and managing tools, data and analytics?

2. Effectiveness. Do the analytics work as intended? Can 
organizations determine the accuracy and utility of the outputs?

3. Integrity. Is the D&A being used in an acceptable way? How well-
aligned is the organization with regulations and ethical principles

4. Resilience. Are long-term operations optimized? How good is the 
organization at ensuring good governance and security throughout 
the analytics lifecycle?

of businesses 
agree that D&A 
will expose them 
to reputational 
risk

of decision 
makers lack the 
business 
competency to 
deal with messy 
or diverse data

of decision 
makers are 
changing 
processes to 
promote data 
stewardship

70% 20% 53%

Building Trust in 
Analytics, KPMG 
International, October 
2016

Forrester Consulting, 
2017

Forrester Consulting, 
2017

Organizations around the world (and their boards and investors) are increasingly looking to connect the insights they 
are creating from their D&A programs to generate value. Many find value remains untapped and, while insights may be 
flowing from the data, very few seem to have figured out how to focus on opportunities presented by disruption to 
enter new markets, develop innovative new products and retain existing customers while acquiring new ones. 

And, can they trust the output?

Complex analytics

Robotics

Cognitive

Artificial intelligence.

Do you trust the…

Data?

Analysis and controls which underwrite the output?

Algorithms?

Moral decision making?

Decision making:

Better and faster BUT
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Contact us:

Click here
for more information
www.kpmg.com/data

Have you built expertise via internal D&A culture 
and capabilities as your first guardian of trust?

Have you taken a 360 degree view by looking at 
ecosystems, portfolios and communities?

What are the digital and IA capabilities of our 
organization?

Have you clarified your purpose and aligned your 
goals, measuring performance and impact?

Have you raised awareness of the value of
D&A within your internal organization? 

Have you increased transparency by opening the 
“black box” to a second and a third set of eyes?

Are you getting the basics of D&A Trust right by 
assessing your trust gaps and identifying your 
priorities? 

Don’t forget innovation – have you enabled and 
encouraged experimentation?

Questions for senior management
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Data-driven capabilities: Ensure D&A is embedded into 
the core capabilities

Cutting-edge resources: Get outside of the box and 
explore the art of the possible, with both tools and people

Global collaboration: Look to global models offers 
leading practices, capabilities and insights

Valuable relationships: Look to access leading 
technology solutions and vendors through global 
technology relationships and alliances

Business-led approach: Ensure to combine
business acumen and deep industry expertise with leading 
edge technology and analytics

Trusted platforms: Rely on data and technology 
platforms to offer access to valuable and reliable sources 

Emerging innovations: Invest in new innovations to 
unlock new thinking and world-class ideas

Academic partnerships: Tap into the latest ideas and 
start experimenting and learning from academic 
collaborations

What actions can the Board consider?

How does governance change when we are 
governing machines instead of people? 

Can we gain trusted insight amid an ocean of data?

How do we do process redesign when the process 
itself is no longer relevant? 

How do we secure our organization when cyber 
criminals are moving faster than we are?

Does our organization have a D&A and Intelligent 
Automation story and strategy? 

How will we mitigate reputational risk from ‘bad’ 
analytics?

Do we feel that D&A is (or might be) a disruption to 
our organization (e.g., operational excellence,
value chain or overall business models like Data 
monetization)

Do we know how our industry peers and 
competitors are handling disruption?

Do we believe that there is (or might be) a 
competitive edge if we get D&A ‘right’ for our 
organization? 

Are we getting value from the insights?
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Thomas Erwin
D&A Lead
KPMG in Germany
T: +1 49 621 4267-249
E: terwin@kpmg.com

Christian Rast
Global Head of Data Analytics
KPMG International
T: +49 221 2073-1738
E: crast@kpmg.com
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Boardroom Questions
The changing landscape of disruptive technologies

How are disruptive technologies redefining industries and business?

What are the top technologies that will drive business transformation over 
the next three years?

Business benefits 

20% 11% 10%
Internet of

Things
Robotics Artificial intelligence

/Cognitive

Source: KPMG Technology Innovation Survey, November 2016

Everything
as a Service
Services vs products. 
Subscribing to what 
you need. Process-
as-a-Service

Changing nature
and value of assets
Data-as-an-asset, 
Intellectual property, 
shared assets, 
networks and alliances

Workforce of the
future
Automation and 
segmentation, talent 
gaps, contingent 
workforce, collaboration

Customer 
engagement
Personalization, 
customization, 
co-creation and 
collaboration

Technologies which are unlocking massive market opportunity

The internet of things is massive in terms of 
data and continues to grow exponentially. These 
connected devices are becoming intelligent 
things

The next wave of artificial intelligence is 
designed to simulate how a human brain 
learns, reasons, understands and makes a 
decision that results in an action

Robotics is enabling enhanced dexterity, 
intelligence and sensors. Robots are changing 
the limitations of what humans can do
including people with impaired mobility

Computational power growth, in the next five 
years, is creating unprecedented 
improvements in data processing power

Innovation value metrics

Top ranking metrics include:

— Number of patents

— Revenue growth
— Brand/reputation barometer
— Market share

— Market value

Innovation is a critical differentiator to gain market leadership as competition increases to develop 
the next leading generation of products and services to add economic value.

Embracing new technologies could lead to:

— Productivity gains
— Cost efficiencies
— Faster innovation cycles
— Increased customer value
— Competitive advantage
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Contact us:

Tim Zanni
Global Chair, Technology, Media & Telecommunications (TMT)
KPMG International
E: tjzanni@kpmg.com
T: +1 (408) 367-4100

Barriers to technology innovation and emerging technologies commercialization

Click here
for more information
www.kpmg.com/techinnovation 

Top issues that constrain tech innovation

— Platform consolidation: challenging to 
compete with the innovation driven by 
platform companies

— Ability to demonstrate ROI: in some 
scenarios new KPIs need to be developed 
to measure the emerging technologies ROI

— Access to capital: start-ups competition 
for VC funding and reallocation of 
resources in Global Fortune 500 companies

Barriers to commercialization

— Technology complexity: abundance of emerging 
technologies and integration with legacy
technologies (at home and at work)

— Funding: not enough access to capital due to 
competing go-to-market priorities 

— Risk management: increasing compliance
standards and risk mitigation

— Cybersecurity: lack of innovation in building 
cybersecurity into processes, products and 
services is a competitive threat

As emerging technologies continue to change business models, it is critical to manage these issues proactively.

What emerging technologies may disrupt our business
and industry in the next 36 months? 

What are the opportunities and challenges resulting 
from these new technologies? 

How are new technologies impacting our customers, 
suppliers and partners? What are the business 
implications? 

How is management and the board proactively 
assessing technologies that will enable new business 
models and signal the end of business-as-usual for 
market leaders?

What actions can the board and management team 
implement to take advantage of these tech disruptors?

What is the organizational structure, 
expertise and process required to understand the 
scope of change driven  by emerging technologies? 

Is our business strategy and operating model 
enabling the organization to drive new opportunities 
resulting from new technologies? Do we have the 
expertise and agility to take advantage of these 
technologies? 

Are we fostering a culture of innovation? Are we 
enabling experimentation? Do we have the right 
incentives?

Are we prioritizing investments in the people, 
partnerships and resources to capitalize on 
opportunities driven by tech innovation?
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Revisit the business strategy often to understand how 
emerging technologies are impacting partners,
customers and suppliers and their value propositions. 
Assess opportunities and challenges 

Prioritize the adoption of new technologies that will 
enable the organization to capitalize on the greatest 
economic value

Rethink the business model to harness these new 
technologies and the ecosystems around them to gain 
competitive advantage 

Develop a strategy that enables the organization to be 
ready for the accelerating pace of technology disruption

Reconsider capital allocation to optimize innovation 
funding. Revisit the M&A strategy

Align resources to capitalize on the value of adopting 
these technologies: talent, partners, funding, incentives

Assess if change management is necessary to create 
a culture that embraces innovation

Review the business plan and consider a digital 
transformation strategy: people, process, technology
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What actions could the Board consider?
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Millennials, baby-boomers, freelancers and robots. What will the shape of global 
businesses’ workforce look like in the future?

Boardroom Questions

.

Future workforce

Possibility of a role being automated?

SurgeonAccountant

95% 1%

100m

The number of global knowledge 
workers who could be impacted by 
robotic process automation by 2025
Pew Research Center, 2014

50%
Chance of a child born today living to 
100 with 3 generations in the same 
company

c.50%
Working age population in the US 
engaged in 'gig' work in some way

The shrinking talent pool with 
changing demographics in China, 
Japan and the West

Escalating labor costs in emerging 
markets

As more and more robots and other cognitive technologies work side by side with a human labor force,
leaders are increasingly challenged to integrate and make the most of both kinds of labor.

The challenge is significant:

— HR leaders will need to identify the new skills and capabilities that will realistically be required in the future. 

— Those current employees willing and able to be upskilled and retrained will need to be identified. 

— New talent will need to be attracted, retained and integrated into the business.

New ways of working will need to be developed and formalized.

Why is this relevant?

Potential risks and opportunities

Risks

— Lack of communication with 
employees might lead to talented 
people leaving for companies which 
have transparently addressed the issue

— Competitors may implement a more 
effective workforce mix leading to 
greater profitability

Opportunities

— Retention and loyalty of key 
employees

— Increase productivity at lower cost

— A magnet for talent

Rustat/KPMG conference, 2017 

Rustat/KPMG conference, 2017 
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What will our workforce of the future look like 
including millennials, baby-boomers, freelancers and 
robots?

How do we successfully integrate digital and 
human labor?

How does this change what “career” means in our 
organization?

If entry level jobs are automated, where will 
the mid level professionals come from?

How will our operating model evolve to
remain relevant and competitive?

How do we retain and grow employee 
commitment in an environment where job security 
is seen as increasingly threatened?
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Can you identify the new skills and capabilities that 
will realistically be required in the future?

Have you identified current employees who are 
willing and able to be upskilled and retrained? 

What are the culture changes needed to support a 
people and digital workforce of the future?

What are the barriers and how can we
develop plans for new ways of working and nurturing 
employee commitment?

How can we communicate that labor solutions are 
built to automate the gaps in the operations where 
critical thinking, empathy and human knowledge is 
not needed?
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Questions for senior management

In moving to greater automation, consider how we align our future workforce with our strategy through:

— Focusing on the culture changes that are needed to support a people and digital workforce of the future

— Creating workforce plans that re-shape the workforce including developing the new skills and capabilities for 
strategic execution

— Building the capacity to manage the change management effort involved in moving from experimentation with bots 
to wide-scale deployment

What actions can the Board consider?

Mark Spears
Partner, Global Strategy,
KPMG International
T: +44 (0)207 311 4753
E: mark.spears@kpmg.co.uk

Robert Bolton
Partner, Global Strategy,
KPMG International
T: +44 (0)207 311 8347
E: robert.bolton@kpmg.co.uk

Claudia Saran
Principal, People and
Change, KPMG in the US
T: +1 (312) 665 3088
E: csaran@kpmg.com

Mark Williamson
Partner, People and
Change, KPMG in the UK
T: +44 (0) 207 311 2182
E: mark.williamson@kpmg.co.uk
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Click here
for more information
kpmg.com/people-change
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Geopolitics: dinner table conversation or Boardroom issue? 

Boardroom Questions
Geopolitics

52%
of CEOs believe that 
geopolitical uncertainty has a 
greater impact than before

KPMG CEO Survey 2017

We are switching our thinking on risk 
maps to a geopolitical lens. We used to 
think of geopolitics as a separate risk –
now it’s overshadowing the entire 
business

Global consumer markets company, March 2017

What should companies look out for?

With politicians increasingly driving nationalist agendas, how do you monitor, analyze and interpret risk and run 
your global business across borders?

Capital

— Currency volatility 
requiring stronger 
hedging strategies

— Greater uncertainty 
over the short, 
medium and long-
term investment 
environment (Brexit 
and NAFTA anyone?)

Labour

— Overnight bans on 
the movement of 
talent (based on 
nationality)

— Want to work 
becoming as 
important as the 
right to work in a 
(developed world) 
location

Operations

— From regulatory  
convergence to 
divergence –
increasing compliance 
costs for companies

— Keeping slack in the 
supply chain – and 
publicly stating that 
to give comfort to 
investors

‘Wait and see’ might seem the easiest route, but the signals can be predicted if you look in the right places, risks 
can be managed if you know how, and opportunities exploited if you can turn foresight into action. 

Geopolitics is a bit like climate change: everyone 
has an opinion on the topic; it is easy to have a 
relatively informed view but hard to be a 
specialist; and it features at many dinner 
conversations but increasingly also in Boardrooms.

The reason it is on Board agendas is that 
geopolitical tension is genuinely higher now 
than before – and the impacts on business are 
potentially more direct and swift than they 
have ever been.

Economic logic is seemingly no longer a constraint on politics and companies can take nothing for granted. 
Whether it impacts on your operations directly, or through your suppliers or customers, geopolitical risks could 
manifest in a number of ways – such as: 
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Chief Executive Officer/Chief Strategy Officer

— From where do I get comfort that we are not exposed 
to an unexpected geopolitical event?

— Who in the business is responsible for monitoring, 
analyzing and interpreting geopolitical events? 

— Which new or alternative markets should be explored 
in light of possible political trajectories?

Chief Financial Officer

— What does increased geopolitical uncertainty mean 
for availability and cost of capital and resources? 

— Will you update your forecasts in light of new 
economic scenarios? 

Chief Operating Officer/Chief Procurement Officer

— What business planning assumptions could be 
derailed by geopolitics? 

— Will your corporate structure need to change to take 
advantage of opportunities? 

— Do you have enough visibility over your supply chain 
to identify threats? 

— How quickly can you reduce your supply chain 
dependency on a market? 

Chief Information Officer/Chief Tax Officer

— Can your systems be responsive to changes to the 
cross-border flow of information/data?

— Is your cyber security strategy adequate in the face of 
increasing threats? 

Chief Risk Officer

— How has geopolitics been factored into your risk 
framework? 

— What do you assume is “unknowable” but can 
actually be planned for and understood?

— How have your plans been stress-tested? 

— How can you improve monitoring to identify shocks 
early?

Chief HR Officer

— How do you manage your global workforce and the 
restrictions that may come on them at short notice? 

— Do you have robust policies in place to be able to deal 
globally and locally with discriminatory public 
sentiment (racism, xenophobia etc.)? 

Chief Marketing Officer

— Will you need to review your ‘go to market’ approach 
in light of a geopolitical event? 

— What does positive/negative sentiment towards 
national brands mean for your business? 

Corporate Affairs 

— How can we ensure that all of our stakeholders’ 
varying concerns are addressed – and 
communicated? 

— How can your company’s interest/voice be heard –
without risking backlash from government or the 
public? 

Boardroom Questions

Click here
for more information

Rohitesh Dhawan
Director, Geopolitics
KPMG International
T: +44 (0)20 7311 1352
E: rohitesh.dhawan@kpmg.co.uk

Sophie Heading
Senior Manager, Geopolitics
KPMG International
T: +44 (0)791 723 3483
E: sophie.heading@kpmg.co.uk
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So what actions can you take?

Here are three things that leading corporate leadership teams are doing: 

Stay abreast and informed

Staying abreast means reading 1-3 
sources of news and popular 
opinion/analysis. 

Staying informed means 
consuming at least one specialist 
geopolitical analysis. 

Focus the Board on long-cycle and 
management on short-cycle

The Board should consider long-cycle 
trends e.g. populism, nationalism, 
globalism, megatrends etc. and the 
resulting impacts. 

Management should be focused on 
short-cycle impacts (keystone 
events/proactive engagement). 

Analyze and plan with 
flexibility

Contingency planning: the key 
is to separate the knowns from 
the unknowns in order to have a 
manageable set of possible 
business responses.

http://portal.ema.kworld.kpmg.com/Adv/GM/Pages/Secondary/MacroeconomicsEurasia.aspx
http://portal.ema.kworld.kpmg.com/Adv/GM/Pages/Secondary/MacroeconomicsEurasia.aspx
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mailto:sophie.heading@kpmg.co.uk
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http://portal.ema.kworld.kpmg.com/Adv/GM/Pages/Secondary/MacroeconomicsEurasia.aspx
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The Global Goals are an opportunity for businesses to grow and profit 
by collaborating with others to create a world which is more prosperous, 
inclusive, sustainable and resilient.

What does it mean for businesses?

Boardroom Questions
The Global Goals for Sustainable Development: 2015-2030

— The Global Goals, which are universal, apply to all nations and people: seeking to tackle inequality and leave nobody 
behind. Therefore companies operating in different countries need to understand any potential impact to their 
operational models

— The integration of relevant Goals into business strategies and sharing of knowledge, expertise, technology and 
financial resources to progress ‘the global partnership’ to meet the Global Goals, may require a strategy review

— Goals are wide ranging including ending poverty and hunger, ensuring sustainable consumption and production, 
and promoting peaceful and inclusive societies which may result in organizations reviewing their procurement and 
people policies

— The UN is leading a significant focus on the ‘means of implementation’ including data, finance and accountability 
mechanisms

Why these Global Goals may be relevant for your organization

“The SDGs provide all businesses with a new lens through which to 
translate the world’s needs and ambitions into business solutions. 
These solutions will enable companies to better manage their risks, 
anticipate consumer demand, build positions in growth markets, secure 
access to needed resources, and strengthen their supply chains, while 
moving the world towards a sustainable and inclusive development path.” 
International Chamber of Commerce, July 2017

— The impacts of extreme poverty such as hunger, 
disease, unemployment and conflict are becoming 
ever more apparent

— Weak governance, lack of infrastructure and 
rising inequalities are limiting economic and 
social development

— Natural resource depletion and environmental 
degradation are contributing to water, food and 
energy crises

Global imperative

— There is growing consensus from government, 
private sector and civil society actors that it is in our 
collective interest to collaborate to improve the 
state of our world

— 193 member States of the United Nations met in 
September 2015 to adopt 17 new Global Goals and 
169 targets for the sustainable development of 
humanity and our planet over the fifteen year period
to 2030

Why is this happening now?

— New and expanding multi-stakeholder 
partnerships offer opportunities for innovation 
and growth

— Companies acting responsibly and driving inclusive 
sustainable development can enhance their 
reputation with customers, clients, investors and 
other stakeholders

— More enabling environments open up new markets

Potential opportunities 
for growth

— Competitive disadvantage as companies driving 
sustainable development gain first access to new 
markets and opportunities

— Lack of security of access to natural resources 
including land, water and energy

— Brand and reputational damage could lose support 
from customers, clients, investors and governments

Potential impact for business 
in getting it wrong
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Contact us:

Click here
for more information
www.kpmg.com/globalgoals

Lord Dr Hastings of Scarisbrick
Global Head of Corporate 
Citizenship
T: +44 20 7694 8050
E: michael.hastings@kpmg.co.uk

Serena Brown
Director, Sustainable 
Development
T: +44 20 7694 8303
E: serena.brown@kpmg.co.uk

— We are working with businesses, governments, the United Nations and civil society to increase inclusive, sustainable and 
resilient prosperity and effective, accountable service delivery

— We advocate for business support for the Global Goals through initiatives such as the Sustainable Development Goals 
Industry Matrix (in partnership with the United Nations Global Compact) and the Zero Hunger Declaration

— Our corporate citizenship strategy applies KPMG’s skills, resources and influence in pursuit of the Global Goals

— We are galvanizing our corporate citizenship work in support of SDG #4, Quality Education – Ensuring inclusive and 
equitable quality education and promoting lifelong learning opportunities for all

What are KPMG member firms doing?

Review, and where necessary 
improve, systems to measure, manage and 
report the company’s contribution to growing 
inclusive, sustainable prosperity – through 
integrated or supplementary reporting

Protect and enhance our organization’s 
reputation by acting responsibly in pursuit of 
inclusive, sustainable prosperity

Ensure we have the values, resource, 
knowledge and capability to implement 
the actions above

Conduct a thorough refresh of our 
stakeholder, risk and value creation analyses 
to ensure our strategy reflects the changing 
social, environmental and policy landscape

Assess opportunities to collaborate with other 
businesses, governments, civil society, the 
United Nations, development banks and academia 
in order to drive innovation and shared value

How can we strengthen our value creation strategy so 
that by applying a ‘shared value’ lens we identify the 
business opportunity in addressing economic, social 
and environmental challenges (thereby increasing our 
contribution to the Global Goals)?

Have we considered whether our procurement and 
employment strategies are aligned to the Global Goals?

How are we managing our company’s exposure to 
water, energy, food, climate and social risks?

Have we issued a statement on human rights and 
developed a strategy to ‘do no harm’ and also 
proactively uphold human rights across our sphere 
of influence?

What opportunity do the emerging middle classes in 
high growth markets represent for our business?

How will progress towards the Global Goals 
affect market opportunities and the competitor 
landscape?

How can we innovate to reach customers/clients on 
low incomes in our home country and/or overseas?

How do we collaborate with other organizations in our 
industry to develop and adopt good practice principles 
and standards to drive positive change?

How are we fostering a culture of innovation and 
collaboration to seize new multi-stakeholder 
partnership opportunities?

Does our workforce have the diversity, skills  and 
attributes to innovate and succeed in our changing 
world?

Do we have the right systems and processes in place 
to more effectively tell our value creation story?
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Boardroom Questions ?

What actions can the Board consider?
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If machines and products become more connected, what does the future look like for 
global manufacturers?

Boardroom Questions
Industry 4.0 – The fourth industrial revolution

What is i4.0 … and the potential opportunities and risks?

The advent of cyber physical systems

Industrial revolution

Technologies enabling the i4.0 movement

Robotics Cloud Machine-to
-machine

Digital
twinning

AI & virtual
reality

Data &
analytics

By 2020 there will be a projected 
30 billion connected “things” and 
a revenue opportunity of USD 1.7 
trillion for the ecosystem

IDC: Worldwide Internet of Things 
Forecast, 2015-2020 (IDC#256397)

Only 1 in 5 manufacturers are 
demonstrating high levels of 
maturity in both smart products 
and smart factories

KPMG: i4.0 maturity assessment 
study, 2017

Industry 4.0 (i4.0) is a shift from digitization to cyber-physical systems through integrated and interconnected 
technologies such as Internet of Things (IoT), robotics, big data and augmented decision support.

— Underestimating the importance of people e.g. 
limited planning to retrain existing workforce or find high-
tech talent; 

— Adopting new technologies without tying them to 
strategic business objectives or knowing their expected 
ROI; 

— Insufficient cyber security; and 
— Lack of strong, enterprise-wide governance structure

— Greater flexibility to adapt to customer 
demands; 

— Enhanced speed to market; 
— ‘Competitive edge’ with smarter products; 
— new revenue streams from aftermarket services; 

and
— Enhanced business models to avoid being 

disrupted

Pitfalls to avoid include: Potential benefits include:

1st Steam, water, 
mechanical 
production 
equipment

2nd Division of labor, 
electricity, mass 
production
systems

3rd Electronics, IT, 
and automated 
production

4th Cyber-physical 
systems -
integrated and 
interconnected
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Contact us:

How different do we imagine our manufacturing 
facilities will look in the next 5 -10 years in light of 
rapidly increasing i4.0 technologies (e.g. advanced 
automation, IoT, artificial intelligence, etc.)?

How are we addressing innovation and disruption 
in our sector?

Have we considered new revenue streams or 
business models based on ‘smart product’ 
initiatives?

How well have we integrated supply chain 
partners to speed up products to market, lower 
manufacturing risk and improve connected products?

How confident are we that we are getting adequate 
return on our i4.0 investments?

What criteria are we using to decide which i4.0 
technologies to invest in?

What ‘Smart Factory’, ‘Digital Factory’ or‘
Industry 4.0’ initiatives are already underway at 
our organization?

How are we encouraging successful i4.0 
pilots/initiatives to be shared/embraced across our 
enterprise?

How is the move towards new i4.0 technologies 
being received in our organization (e.g. with 
skepticism or seriousness)?

Given the rapid advances in i4.0 technologies, what 
initiatives are we engaging in to attract/retain and 
support the workforce of the future?

How confident are we that our connected factories, 
supply chains and product data are secure from 
cyber-attacks?
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Boardroom Questions

How can we grow our market share?

Is our operating model fit for purpose?

How do we improve our productivity and dramatically 
impact our cost curve? 

What does our i4.0 roadmap look like?

What are the expected returns on our i4.0 
investments?

How do we ensure successful i4.0 pilots are adopted 
across the wider enterprise?

What is our competition doing?
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Questions for senior management

Take stock of what i4.0 pilots/initiatives are already 
underway and determine criteria for scaling them 
across the enterprise

Conduct an i4.0 maturity assessment and 
benchmarking

Hold an innovation workshop to enable a
strategy and performance-led i4.0 road-mapping

Appoint an i4.0 leader or steering committee to 
ensure enterprise-wide, holistic i4.0 adoption, 
addressing governance, people, risk, etc
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What actions can the Board consider?
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Doug Gates
Global Sector Head 
Industrial Manufacturing,
KPMG International
T: +1 404 222 3609
E: dkgates@kpmg.com

Michael Bremicker
Global i4.0 Leader
KPMG International
T: +49 89 9282 3773
E: mbremicker@kpmg.com

Erich Gampenrieder
Global Management 
Consulting Operations
Center of Excellence Leader,
KPMG International
T: +49 89 9282 1700
E: egampenrieder@kpmg.com

Michele Hendricks
Global i4.0 Executive Director, 
KPMG International
T: +1 203 406 8071
E: mhhendricks@kpmg.com

?

?

Click here
for more
information
kpmg.com/
industrial
manufacturing

7

mailto:dkgates@kpmg.com
mailto:mbremicker@kpmg.com
mailto:egampenrieder@kpmg.com
mailto:mhhendricks@kpmg.com
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html
https://home.kpmg.com/xx/en/home/insights/2017/05/beyond-the-hype-separating-ambition-from-reality.html


KPMG InternationalBoardroom Questions/2017

Boardroom Questions
Monitoring Third Party and Supply Chain Risk

Where are the weakest links in your supply chain? 

of manufacturers ranked supply chain 
failure as a significant risk 

KPMG’s Global Manufacturing Outlook 2016

— Business disruption: a key third party failure can prevent a business from delivering with due
speed and quality to its own customers

— Reputational: failures/transgressions of third-parties will reflect on the prime business

— Regulatory: Regulators frequently hold prime contractors accountable for the actions of third parties

— Financial: Market share/revenue loss and/or financial sanctions can result due to the above

Types of potential risks incurred by third parties

Potential benefits

— Increased performance – if companies’ third party networks become more dependable they can 
deliver with more quality and consistently for their own customers without being hindered by lack of 
crucial supplies/services, potentially generating more demand in the marketplace

— Increased market share – companies might plan more time for due diligence in leveraging third 
parties. Missteps by under-vetted third parties can damage a company’s reputation and incur 
penalties that may affect a client’s standing in marketplace

— Increased profitability – by prudent planning enabled by advance intelligence, companies might 
avoid costs related to scrambling to fill third-party product/service gaps in the event of disruption

— Decreased burden on resources – enhanced governance that doesn’t require added resources at a 
cost-efficient price point. Less disruption means fewer ‘fire drills’ that tie up existing resources

— Increased efficiency and compliance - through automating procurement

37%

Global third party networks are crucial for 
businesses but pose unique threats. Reliance on 
Third Parties – suppliers, customers, vendors, 
contractors, outsourced teams, service providers, 
alliance partners, subsidiaries and affiliates – poses 
the threat of disruption to business should a third 
party fail to meet expectations.
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Ensure that our management team have 
evaluated and addressed gaps in our 
organization’s third party governance 
process

Consider technology solutions to uncover 
insights about our suppliers and evaluate options 
for mitigating current and future risks

Contact us:

Do we fully understand how third party 
disruption might impact our company now and 
in the future?

How can we avoid operational interruptions and 
possibly guarantee a smooth running of 
business?

How can we identify and consolidate the 
most important information from an extensive 
and complex third party network?

How can we filter out the business critical 
data from unstructured data on the market 
and derive optimal decisions?

Do we have enough lead time around
potential third party disruption?

Do all involved corporate functions "speak the 
same language" while dealing with disruption?

Do we have the appropriate tools, processes, 
organization and governance in place to 
monitor third parties around the world, whether 
public or private?

Do we provide the required cross functional 
transparency along our value chain to support 
continuous third party support?
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Boardroom Questions
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Exploring ways to enhance effectiveness at governing third parties is critical

What is required?

— Ability to anticipate supplier disruption
— Consistent access to data for all third parties
— Consistent cross-functional operating model to 

identify and mitigate risks in a timely way
— Efficient data acquisition model
— Ability to define risk metrics and thresholds
— Robust data analytics
— Risk monitoring and alerts
— Workflow processes to facilitate timely risk 

reviews

What value does third party governance
bring to the organization?

— Real-time threat transparency
— Quick data-driven decisions
— Pre-defined action scenarios
— Agile risk mitigation
— Reduced risk costs

What actions could the Board consider?

8

Alyson Castillo
Managing Director
Industry Solutions
KPMG Spectrum, US
T: +1 212 954 6254 
E: alysoncastillo@kpmg.com 

Erich L. Gampenrieder
Global Head Operations Advisory
KPMG International
T: +49 151 17726247
E: egampenrieder@kpmg.com 
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Boardroom Questions
The Board’s role in moving beyond 
compliance

The Board of Directors has a crucial role in an organization’s governance 
structure and in supporting efforts to move beyond compliance through 
their oversight of the program and activities, across the 3 Lines of Defense
which are: 

1. Business and operations - responsible for the design and execution 
of controls

2. Compliance function - oversees/implements the program; advises, 
challenges and assesses compliance

3. Internal Audit – provides the independent assurance of the 1st and 2nd

Lines of Defense

Consider a Compliance Transformation framework, that includes 8 key elements that drive prevention, detection 
and response with governance at the core. To provide critical challenge and oversee compliance risk management 
efforts, Boards require reporting, founded upon robust data analytics, metrics and a detailed risk assessment, 
supported by operational integration,  technology and automation.

Board oversight

Governance 
and culture

Drivers of change to 
compliance risk 
management efforts

Drivers of change to 
compliance Risk 
management efforts

Regulatory 
Change 

increased penalties 
and fines

New 
innovative 
technology

Market 
Competition

Shortage of 
skills and 

talent

Source:  2015, KPMG, Risk Consulting

Enriching oversight of compliance activities

Compliance Transformation framework – 8 key elements

To remain competitive, innovation in compliance is a necessity. Organizations must strategically invest in the 
integration and automation of their compliance risk management activities to promote greater agility, 
sustainability resiliency and effectiveness. Boards must be engaged and active in designing the strategy and 
overseeing implemented changes to move beyond compliance, thereby achieving greater effectiveness and 
efficiency in their operation of compliance.  
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Amy Matsuo,
Leader, Compliance Transformation 
KPMG in the US 
T: +1 919 380 1509
E: amatsuo@kpmg.com

Dennis T. Whalen
Leader, KPMG Board Leadership Center
T: +1 212 733 7413
E: dtwhalen@kpmg.com

The Board’s role and responsibilities in the compliance risk management structure

The Board’s role is to oversee and supervise an organization’s compliance risk management efforts. A strong Board 
with clearly defined roles and responsibilities, and knowledgeable about the organization’s risks, helps to support a 
governance structure that is resilient, sustainable, agile and effective.  To move beyond compliance and further 
operationalize compliance activities, the Board’s role and responsibilities should include the following:

Ensure independence 
and statute of the 2nd

and 3rd lines of 
Defense

This includes thorough 
support of committees, 
and inquiries into 
material or persistent 
breaches of risk 
appetite, risk limits and 
remediation of audit or 
regulatory findings. 

Regular and systematic 
self assessments 

Self assessment of the 
Board’s diversity in terms 
of skills, knowledge, 
experiences and 
perspectives; as well as 
performance of its 
committees;  governance 
structure and reporting 
lines.

Guide strategy and 
set risk tolerance 

Directors establish a
clear strategy and 
tolerance for risk in 
sufficient detail for 
senior management to 
execute enterprise-
wide, and in 
consideration of risk 
management capacity.

Actively manage 
information flows 
through set 
processes

This includes actively 
managing Board 
discussions and 
requiring timely and 
accurate information.  
This enables the Board 
to make sound, well 
informed decisions. 

Hold senior management 
accountable 

Directors make certain that 
Senior Management 
carries out the strategy 
within defined tolerance 
levels; that the risk and 
control framework is 
maintained; and evaluates 
compensation and 
performance  of managers.
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Boardroom Questions

Does the Board… 
— Have the right information (holistic and impactful) 

needed to do the job, including from enterprise-wide 
metrics reporting and from the risk assessment, 
and does the Board exercise healthy scepticism in 
its oversight?

— Guide the organization’s strategy 
— Monitor the alignment of the organization’s 

compliance capabilities to strategy – framework, 
organizational structure, resources, talent, 
automation and technology? 

— Have an established and articulated risk tolerance?
— Understand the key regulatory compliance risks 

facing the organization?
— Oversee and hold business leaders accountable 

for regulatory compliance, positive culture, as well 
as business growth and remediation of any 
regulatory actions?

— Define the role of the Board and Board 
committees in oversight of regulatory compliance?

— Understand if and how the organization’s culture 
and compensation incentives are creating or 
reducing risk?

— Establish a strong tone at the top that 
demonstrates and communicates compliance as an 
investment?

For senior management

Confirm that senior management …

— Is executing the organization’s business strategy 
in alignment with the Board’s risk tolerance

— Incorporates technology, data analytics and compliance 
automation to support program effectiveness and sustainability 

— Provides appropriate information flows to the Board and 
presents metrics and risk assessment results that further 
the Board’s knowledge (includes aggregation enterprise-wide 
of complaints, litigation and other indicators of increasing 
regulatory risk)

— Receives regular and meaningful reports to understand the 
state of compliance and assesses risk impacts and trends

— Stays up to date on the latest legislative and regulatory 
changes and emerging risks; understands the implications of 
new regulations and regulatory expectations 

— Has allocated sufficient risk management personnel in order to 
fulfil its obligations (based upon risks)

— Establishes the right compliance culture, expresses a strong 
tone at the top and actively models and communicates a 
culture of compliance 

— Assesses how incentives impact compliance efforts

— Is held accountable for driving effective compliance

— Benchmarks against competitors and industry participants to 
enhance the organization’s compliance strategies

Contact us:

?

Click here
for more information
kpmg.com/governance-
regulatory-compliance
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Managing risk is not about compliance and box-ticking. It 
is a critical investment that can underpin an organization’s 
long-term, growth, value and sustainability.

Fortify your business: risk management should be embedded within the culture of the 
organization

Boardroom Questions
Why is Risk an issue in the Boardroom?

Potential benefits and consequences if risk is not addressed by the organization

Benefits

— Improved agility

— Creates a strong risk culture 
throughout the organization

— Allows for more effective reporting, 
processes and internal controls

— Helps minimize disruption

— Enables better business 
performance

Risks

— Possible reputational damage

— Long term growth potential

— Lost market opportunities

— Long term business sustainability

— Additional resources required to 
find replacement suppliers 
including due diligence

What types of risk may affect the business?

Business risk

— Misconduct and fraud risk, 
often more prevalent when 
cash is tight from employees 
to suppliers

— Emerging technology and 
underlying algorithms

— Governance and compliance

— Talent and succession

Reputation

— Cyber and information security

— Third-party risks including contract 
defaults or a collapsing business

— Crisis management and business 
continuity

— Reputational risk

— Instigator or defendant in a 
litigation case

Regulation

— Local and global regulation 
governing suppliers investment 
tax and shareholders

— Credit, market and liquidity risk

— Geopolitical drivers

— Anti bribery and corruption 
legislation

Past corporate failings have been attributed to lack of 
accountability, strategy and transparency.

How robust are your  
policies on

— Governance

— Risk

— Compliance

Can you demonstrate

— Discipline

— Control

— Responsibility



© 2017 KPMG International Cooperative (“KPMG International”), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with 
KPMG International. KPMG International provides no client services. No member firm has any authority to obligate or bind KPMG International or any other 
member firm third parties, nor does KPMG International have any such authority to obligate or bind any member firm. All rights reserved.

Create Graphics | CRT087114 | September 2017

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we 
endeavour to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will 
continue to be accurate in the future. No one should act on such information without appropriate professional advice after a thorough examination of the 
particular situation.

Contact us:

Click here
for more information
kpmg.com/risk-consulting

Jitendra Sharma
Global Services Group Leader
Risk Consulting
KPMG International
T: +1 212 872 7604
E: jitendrasharma@kpmg.com

Business risk

— Does our company’s risk 
reporting provide management 
and the Board information we 
need about the top risk and how 
they are managed? 

— To what extent of has the Board 
issued guidance for risk 
management?

— What is our company’s strategy 
to manage ethics?

— Are people in our firm equipped 
to recognize and resolve moral 
dilemmas?

Reputation

— Is the company prepared to 
respond to extreme events? 

— What is the current level and 
business impact of cyber 
security to our company? What is 
the plan to address identified 
risks? 

— How comprehensive is your cyber 
incident response plan? How 
often is the plan tested?

— How do you monitor your 
systems and prevent breaches?

— Have we performed due 
diligence on vendors, agents 
representatives and other third 
parties?

Regulation

— Have we implemented a 
reporting hotline for internal and 
third parties to report concerns?

— Are we under any regulatory 
actions? 

— Do we have a transaction 
monitoring system or program 
to detect suspicious activity?

— Do we have a formal robust 
practice for addressing 
regulatory change and its 
corresponding impacts?

Boardroom Questions

Business risk

— Require management to complete a full risk review 
across our organization

— Develop a formal process to review risk. Require a 
formal written report from management

— Consider engaging outside expertise to drive or 
conduct an ERM review – experience at both risk 
identification, impact measurement and mitigation

— Make risk an annual agenda item – not part of a 
three-year strategic plan

— Full active involvement of Board members to 
participate in the process

— Hold management accountable. Require 
management to integrate risk management into core 
management processes across the organization

— Ask the tough questions

— Ensure the Board has a mixture of the right skills to 
address risk issues across an organization

What actions can the Board consider?

?
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Boardroom Questions
Robotics

How can businesses transform existing transactional processes with Robotic Process 
Automation (RPA)?

What are the opportunities?

RPA is already being effectively used in call centers and low-level, transactional business services.
There is a move into higher-skilled roles within the legal, medical, finance and accounting functions.

Location strategies will be become less important as digitization and automation will not need to be 
placed in specific geographic regions to potentially increase businesses profitability. Some shared 
services and outsourcing companies have seen a reduction in workforce but an increase in 
profitability e.g. employing ‘bots’ to respond to online shopping queries.

30%600%
productivity 
improvement with 
robotic adoption

Bank of America 
Merrill Lynch, 2015

ROI reached in 
robotic technologies 
for specific tasks

London School of 
Economics, 2015

85%
of CEOs are 
concerned with 
integrating basic 
systems with AI and 
cognitive processes

Global CEO Outlook, 
KPMG, 2016

Cognitive AutomationRobotic Process Automation

Class 2: Learning Class 3: ReasoningClass 1: Rules

Automation based on 
documented process rules

Recognize patterns from 
unstructured data; automation 
based on accuracy ratings

Hypothesis – based reasoning; 
automation based on confidence 
ratings

RPA leverages digital technologies to augment or automate tasks. These technologies have the ability 
to transform functions and entire organizations, which could reduce costs by up to 75% in some areas 
while improving speed, accuracy, quality control and freeing employees to focus on higher value 
activities.

What is Robotic Process Automation?



© 2017 KPMG International Cooperative (“KPMG International”), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with 
KPMG International. KPMG International provides no client services. No member firm has any authority to obligate or bind KPMG International or any other 
member firm third parties, nor does KPMG International have any such authority to obligate or bind any member firm. All rights reserved.

Create Graphics | CRT087114 | September 2017

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. Although we 
endeavour to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is received or that it will 
continue to be accurate in the future. No one should act on such information without appropriate professional advice after a thorough examination of the 
particular situation.

Boardroom Questions

Contact us:

Todd Lohr
Practice Leader for Intelligent 
Automation, KPMG in the US 
E: tlohr@kpmg.com
T: +1 312 665 1684

Dave Brown
Global Lead, Shared Service 
& Outsourcing Advisory, 
KPMG International
E: djbrown@kpmg.com 
T: +1 314 803 5369

Marcus Murph
Principal, CIO Advisory, 
KPMG in the US
E: marcusmurph@kpmg.com
T: +1 214 840 2671

What processes have undergone RPA? What is 
the RPA vision for our business and the strategy
for implementation?

Will the RPA strategy have any implications on 
people with regards to numbers, retraining and 
communications?

Can we do more to enhance RPA, for example, 
moving more of our systems to cloud?

1

2

3

4

What is the strategy for RPA?

What resources and systems are being 
impacted by RPA? And what are the plans for 
the next stages and 5 years from now?

What is the feedback from our clients and 
suppliers since we transitioned to using RPA 
and subsequent upgrades and how have we 
addressed them?

Have our risk procedures been updated to 
consider the changes since we implemented 
RPA?

What measures do we have in place for 
cyber security and have they been reviewed?

Have we retrained people impacted by RPA?

Before we implement an RPA solution, do we 
consider our processes truly fit for purpose and 
streamlined? Are we spending time on 
automating what is really important to the 
organization?

1

2

3
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Questions for senior management

Understand and question where the business is 
in its RPA journey

Review at least quarterly to ensure that we are 
on track and addressing the implications

Start small and deliver swiftly. Getting some 
early results will build momentum and give our 
automation strategy credibility

Select and work with vendors who are  
aligned to our automation ambitions so that any 
RPA technologies fit in with our longer term 
automation strategy

1

2

3

4

What actions can the Board consider?

What are the projected savings in 
accuracy, efficiency and resources?

Which RPA will be further linked to AI 
and when?

What are our customers and suppliers 
views on RPA from their user 
experience? Where do we need to 
improve? 

5

6

?
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Click here
for more information
kpmg.com/robotics

mailto:lohr@kpmg.com
mailto:djbrown@kpmg.com
mailto:marcusmurph@kpmg.com
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Boards are dedicating more time to strategy: undertaking a more active 
role in the shaping, development and ongoing testing of strategic plans. 
Primary drivers for increasing interest, involvement and influence include:

Defining strategy and ensuring successful execution is an area of increasing importance for Boards

Boardroom Questions
Strategy – where to play and how to win

Why it is an issue for Boards?

Greater disruption in the 
marketplace caused by 
globalization and new 
technologies

Growing shareholder
activism

Intensified governmental 
regulations and scrutiny

Increasing differentiation
between winners and 
losers

Carefully planned strategies are essential across all business issues including: 

Value of strategy

Growth: top line focus Cost improvement: bottom 
line focus

Portfolio adjustment: 
optimizing synergies and fit 
within portfolios (businesses, 
products or services)

Deal assessment: focus on 
buying/selling businesses and 
implementing strategic 
alliances

Digital, and enterprise-wide 
transformation: focus on the 
end-to-end strategy

A company’s long-term sustainability is continually 
challenged by:

— Customers demanding ever increasing value and 
changing consumption patterns

— Competitors making aggressive moves to capture 
market share and improve their cost advantage

— Regulators introducing new rules and 
constraints for conducting business and changing 
the profitability dynamics

— Disruptors redefining value propositions, creating 
new markets, converging previously unrelated 
sectors, and radically changing operating models.

In addition, macro trends relentlessly reshape the 
landscape, threatening well established business and 
operating models:

— Political: changing direction, agendas and business 
support; increasing instability in economies

— Economic: retreat of globalization, new economic
blocks and rise of frontier markets

— Social: shifting demographics, urbanization, 
consumerism and increasingly connected and ‘social’ 
communities

— Technology: the ‘Digital’ agenda, underpinned by 
new capabilities enabled by advances in computing 
and ubiquity of data access

— Legal and Risk: increasing regulation and legal 
controls e.g. global tax policies and data privacy

— Environmental: constraints on natural resources 
(e.g. oil, minerals), increasing environmental 
protection and corporate citizenship, impact of and 
action against climate change. 
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Contact us:

Historically, how well have we achieved our stated 
goals leading to investor confidence?

When was the last analysis undertaken of our 
industry, market and competitors?

What does the business of the future look like? 
Who will we serve? Who will we compete against?

How well is the the current strategy performing 
regarding commitments to investors?

What are the lessons learned from the current 
strategy execution?

How ready are we for disruption and
evolving macro trends?

What is our talent gap to successfully implement 
our strategy throughout the organization?

Are there sufficient resources to implement new 
ideas while running the business profitably?
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Boardroom Questions

— Call for an in-depth review of the current strategy, 
assessing its relevance to the business environment 
and organizational reality

— Examine the business model opportunities and 
threats arising from the macro landscapes, business 
environment and organization’s capabilities

— Stress test the current strategy against competitive 
threats and market disruption

— Examine the performance gap against our company’s 
potential and existing commitments to the investors

— Develop, with the Executive team, robust and 
pragmatic strategies to enable long term sustainable 
growth

— Engage with the senior management to improve, 
develop and adjust strategies on an ongoing basis.

— Consider whether our existing management has the 
capacity to optimize growth

— Design the Board agenda to maintain ongoing 
focus on strategy development, execution and 
recalibration

What actions can the Board consider?

Ken D. Welch
Chairman, Global Strategy 
Group
KPMG International
T. +1 404 222 3600
E. kwelch@kpmg.com

Nicholas Griffin
Head, Global Strategy Group
KPMG International
T. +44 20 7311 5924
E. nicholas.griffin@kpmg.co.uk

A well planned strategy is essential to navigate this complex, dynamic environment, setting the agenda, 
determining how and where to compete, guiding investment of resources, and enabling focus and discipline in 
day-to-day activities.

The strategy helps to answer fundamental questions

Financial ambition: 

— What financial goals does the company 
want to achieve? Over what timeframe?

— What do the investors and shareholders want? 
— What is the investment appetite?

Business model: 
— Which markets are the most important to serve? 
— How should the competitive position be bolstered? 
— What is the optimal product portfolio to serve 

customer demand?
— Which customers should be targeted? How should 

they be attracted, converted and retained?

Operating model: 

— Which business processes are core to 
delivering the value proposition? 

— How can they be made more efficient?
— How can new and emerging technology 

be utilized? 
— How can governance and risk controls be 

made more effective? 
— How does the organization achieve the full 

potential of its people?

7
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Click here
for more information
www.kpmg.com/strategy

http://www.kpmg.com/strategy
http://www.kpmg.com/strategy
mailto:kwelch@kpmg.com
mailto:nicholas.griffin@kpmg.co.uk
http://www.kpmg.com/strategy
http://www.kpmg.com/strategy
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http://www.kpmg.com/strategy
http://www.kpmg.com/strategy
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Boardroom Questions
Continuous Transformation

Organizations must continuously transform and adapt in order to compete

of organizations are in some phase of transformation 

What are the triggers?

Effects of globalization 
on markets, 

competition, supply, 
and production

Evolving regulatory
landscape

Disruptive
technologies – IoT, 

digital, artificial
intelligence

Changes in customer 
behaviors and 
expectations

Shifts in market 
economies and 

industry convergence

Transformation programs may impact these Board issues

Strategy
How does the business transformation program 
address the triggers, align initiatives, and enable the 
organization’s strategy?

Risk
What is the risk of transforming the business and 
operating models? What is the risk of not 
transforming them?

Talent
Does the organization have the right capabilities in 
place to successfully identify, design, and implement 
transformations?

Performance
How is success measured and rewarded?

What are the potential benefits of transformation?

Sustainable, profitable growth
Develop and execute business and operating models 
that tie back to measurable financial and strategic 
goals

Leading customer experiences
Continually capture data-driven customer insights and 
create value propositions that deliver against ever-
evolving customer expectations

Return on investment while innovating
Embed innovation into the culture and structure of 
the organization to stay ahead of the competition

Agile and innovative operating models
Enable your organization to respond to the continually 
shifting business environments and implement the 
innovations being generated

of CEOs see technology disruption as an opportunity, not a threat 

CEOs expect their business to be significantly transformed in the 
next three years
Source: 2017 Global CEO Outlook, KPMG International

96%

65%

40%

Transformation never ends. It is like working out every day: you’ve 
got to constantly improve
CEO, Global technology company 
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Contact us:

Which transformation triggers are creating 
opportunities for us?  How are we capitalising 
on these?

Are we meeting customer expectations?  How 
are we innovating across our organization to 
stay ahead of shifting customer behaviors?

How well do our transformation initiatives meet 
our strategic and financial objectives?

Are we able to capture and measure the value
we create from our transformation initiatives?

Does our culture and business and 
operating models support continuous 
innovation?

Are our transformation initiatives optimised for 
tax, risk, and compliance requirements?  
How can these become differentiators for us?

Do we have the data and analytics capability to 
develop timely customer, competitor, and 
operational insights? 

Do our technology initiatives focus on 
business value creation? 

Boardroom Questions
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Best practices for transformation

Alignment across all 
initiatives, business units,
and functions to meet the 
organization’s strategic and 
financial goals

Continuous evaluation of the 
customer experience to
deliver against ever-evolving 
customer expectations

Innovation embedded into
the culture and structure of
the organization to turn 
disruption into opportunity

A data and analytics strategy 
and capability that generates 
timely customer, competitor, 
and operational insights

A technology agenda that 
advances the business 
transformation and takes a 
‘business value first’ approach

An agile organization that is 
able to profitably respond and 
adapt to market disruptions

A culture that thrives on 
change and makes innovation 
part of its DNA

A strategic approach to 
assessing each function in the 
value chain, making build, buy, 
and partner decisions as 
warranted

A value-based approach to 
strategy development and 
metric-driven initiatives tied 
to the bottom line

1

2
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Questions for senior management

Do we embed continual 
innovation into the business?

Do we focus on the 
customer?

Do we thrive on 
change?

Robert T. Vanderwerf
Global Head of Transformation Strategy
KPMG International
T. +1 949 885 5580
E. rvanderwerf@kpmg.com
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Click here
for more information
kpmg.com/business-transformation
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